Micron Introduces Industry’s First Silicon-Based Security-as-a-Service Platform for IoT Edge Devices
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Authenta™ Key Management Service Enables Cloud Activation of Installed Authenta-Enabled Devices
News Highlights

Micron® Authenta™ Key Management Service guards IoT devices through cloud-based activation of secure element-like
functionality integrated into NOR and NAND flash
Hardware-based security solution provides robust protection of device functionality at the silicon level, regardless of the
choice of SoC hardware implementations
SAN FRANCISCO, Oct. 24, 2019 (GLOBE NEWSWIRE) -- MICRON INSIGHT — Micron Technology, Inc. (Nasdaq: MU), today introduced the
industry’s first silicon-based security-as-a-service platform for protecting internet of things (IoT) edge devices. The new Micron ® Authenta™ Key
Management Service (KMS) platform enables a cloud-first deployment model for a broad set of industrial and automotive applications. It allows
installed Authenta-enabled devices to be switched on through a cloud-based service, mitigating some of the biggest challenges and complexities
related to securing devices in an “everything connected” environment.
The number of connected IoT devices deployed across markets such as automotive, enterprise, industrial control and connected home is expected to
grow from 23 billion in 2019 to 30 billion by 2020.1 Securing these diverse devices remains a concern for system OEMs who want a simple solution
that is cost-effective and independent of their choice of system-on-a-chip (SoC) hardware. Authenta KMS, along with its hardware root of trust
embedded in NAND and NOR flash devices, equips OEMs to safeguard device functionality at the silicon level.
Current methods adopted by the industry for protecting connected devices have their limitations and typically center on one of three common
practices: adding secure elements, which is costly and difficult to scale; leveraging secure key injection in the SoC, which creates a fragmented
architecture; or simply doing nothing, which puts devices below market and compliance standards.
“Securing a diverse set of IoT edge devices through the complete product lifecycle — from the supply chain to in-field management — requires a
novel, simple, scalable and cost-effective approach,” said Amit Gattani, senior director of embedded segment marketing for Micron’s Embedded
Business Unit. “Authenta KMS provides a trusted and unique silicon-to-cloud service for all ‘connected things’ using Authenta-enabled flash devices.”
Micron’s Authenta KMS complements existing efforts to protect IoT networks through secure element functions in Authenta-enabled standard flash
devices. Authenta KMS security-as-a-service platform allows installed secure flash devices to be activated and managed at the edge through a
cloud-based service. This capability enables platform-hardening and device protection through the entire lifecycle, extending from the manufacturing
supply chain to in-field installation and management.
“The electronics industry needs to mitigate the growing security concerns from today's fragmented and vulnerable IoT supply chain,” said Tom
Katsioulas, board member of the GSA Trusted Supply Chain working group and head of TrustChain operations at Mentor, a Siemens business. “We
are pleased to see Micron's introduction of Authenta Key Management Service, which promises to provide a strong foundation of early provenance
and traceability in the supply chain and in the enablement of trusted device services.”
Authenta KMS and applicable software development kits are available to customers today. To learn more about how Micron Authenta and its securityas-a-service KMS platform can protect IoT devices, visit https://www.micron.com/products/advanced-solutions/authenta
To join us and our partners for a live security workshop on Tuesday, Nov. 5, in San Jose, California, register here.
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About Micron Technology, Inc.
We are an industry leader in innovative memory and storage solutions. Through our global brands — Micron®, Crucial®, and Ballistix® — our broad
portfolio of high-performance memory and storage technologies, including DRAM, NAND, 3D XPoint™ memory and NOR, is transforming how the
world uses information to enrich life. Backed by 40 years of technology leadership, our memory and storage solutions enable disruptive trends,
including artificial intelligence, 5G, machine learning and autonomous vehicles, in key market segments like mobile, data center, client, consumer,
industrial, graphics, automotive, and networking. Our common stock is traded on the Nasdaq under the MU symbol. To learn more about Micron
Technology, Inc., visit micron.com.
1.

Source: Statista 2019

© 2019 Micron Technology, Inc. All rights reserved. Information, products, and/or specifications are subject to change without notice. Micron, the
Micron logo, and all other Micron trademarks are the property of Micron Technology, Inc. All other trademarks are the property of their respective
owners.

Media Relations Contact Vishal Bali Micron Technology, Inc. +1 (408) 822-0291 vbali@micron.com

